





The Dark Side of Online Social Networks 




A thesis submitted in fulfilment of the requirements 
for the degree of 
Master of Research in Computing Sciences 
Principal Supervisor: Dr Babak Abedin 
Co-Supervisor: Dr Shadi Erfani 
University of Technology Sydney 
Faculty of Engineering and Information Technology 







Certificate of Original Authorship
I, Layla Boroon declare that this thesis, submitted in fulfilment of the requirements for 
the award of Master by Research in Computing Science, in the Management and 
Leadership School/Engineering and IT Faculty at the University of Technology Sydney.
This thesis is wholly my own work unless otherwise referenced or acknowledged. In 









This thesis was formed in a conventional format. 
























To my love Kazem whom I am proud of him for his generosity, supports, passion, kindness and patience and 
to my beloved parents for their encouragement that let my dreams come true. 
And 








I would first like to express my sincere gratitude to my principal supervisor Dr Babak Abedin and my associate 
supervisor Dr Shadi Erfani for their continuous support of my Master by research thesis and for their patience, 
motivation, enthusiasm and guidance during this vicissitudinous journey. I really do appreciate their 
professional supervision on different stages of my study. Special thanks to them for consistently allowing this 
thesis to be my own work, but steered me in the right the direction whenever them thought I needed it. 
I would like to express my special thanks, respect and appreciation to Professor Iwona Miliszewska head of 
school, systems, management & leadership whose office's door was always open whenever I ran into a trouble 
spot and who helped me to be calm and hopeful by her great advice. 
I would also like to thank the experts who were involved in the validation survey for this research. Without 
their passionate participation and input, the validation survey could not have been successfully conducted. 
Last, but not at least, I greatly appreciate my loving and caring husband and son Mohammad Kazem and Soheil 
for all their steadfast love and support, encouragement and patience.  















Chapter 1: Introduction ..................................................................................................... 1 
1.1. Research Background ......................................................................................... 1 
1.2. Research Objectives and Significance ............................................................... 3 
1.3. Research Questions ............................................................................................ 3 
1.4. Research design .................................................................................................. 5 
1.5. Key findings and contributions .......................................................................... 5 
1.6. Definition of key terms ....................................................................................... 7 
Chapter 2: Research Background .................................................................................... 10 
2.1. Online Social Networks (OSNs) in the Information Systems Literature ............. 10 
2.2. History of OSNs ................................................................................................... 13 
2.3. OSNs applications and potentials ......................................................................... 16 
2.3.1. Health ............................................................................................................. 16 
2.3.2. Customer Relationship Management ............................................................. 16 
2.3.3. Disaster Management .................................................................................... 17 
2.3.4. Other potentials .............................................................................................. 18 
2.4. Negative effects of using OSNs ........................................................................... 18 
2.5. Dark side of OSNs ................................................................................................ 20 
2.6. Gaps in the literature ............................................................................................ 22 
Chapter 3: Research Design ............................................................................................ 24 
3.1. Systematic Literature Review .............................................................................. 26 
3.2. Reflective Versus Formative ................................................................................ 27 
3.3. Expert Interview ................................................................................................... 30 
3.3.1. Why interview................................................................................................ 30 
3.3.2. Expert interview ............................................................................................. 32 
3.3.3. Analysis of Expert Interviews: Content Validity ........................................... 34 




4.1. Reference-Selection Criteria ................................................................................ 37 
4.2.  Approach to Searching and Selecting Relevant Papers .................................... 39 
4.3. Demographic Findings ......................................................................................... 47 
4.3.1. Platforms ........................................................................................................ 53 
4.3.2. Distribution of Regions .................................................................................. 54 
4.3.3. Demographic of Users ................................................................................... 55 
4.3.4. Research Methods .......................................................................................... 56 
4.3.5. Research Theories .......................................................................................... 57 
4.4. Coding and Extraction Process ............................................................................. 57 
4.5. Validation of the Systematic Literature Review Outputs ..................................... 66 
4.6. Framework of the Dark Side of OSNs Use .......................................................... 70 
Chapter 5: Interview Findings ......................................................................................... 73 
5.1. Interview Questions and Structure ....................................................................... 73 
5.2. Pretest output ........................................................................................................ 75 
5.3. Data Collection Procedure .................................................................................... 78 
5.4. Analysis of interview data ................................................................................ 81 
Chapter 6: Discussion, Contributions, and Future Research........................................... 89 
6.1. Discussion ............................................................................................................ 89 
6.2. Contributions ........................................................................................................ 91 
6.2.1. Theoretical implications ................................................................................ 91 
6.2.2. Practical implications ..................................................................................... 93 
6.3. Limitations & Future Research ............................................................................ 95 
6.4 Conclusion ............................................................................................................. 97 
Appendix ....................................................................................................................... 100 






List of Figures 
Figure 1: Most famous social network sites worldwide as of September 2017, ranked by 
number of active users (in millions) (adapted from (Statista 2018b).............................. 13 
Figure 2: Research design ............................................................................................... 25 
Figure 3: Reflective and formative model (adapted from (Petter, Straub & Rai 2007)) 30 
Figure 4: The process of selecting related studies (adopted from (Wolfswinkel, 
Furtmueller & Wilderom 2013)) ..................................................................................... 42 
Figure 5: The dispersion of the 29 selected articles from 2004 to 2018 ......................... 53 
Figure 6: The distribution of the used platforms in the 29 reviewed studies about the 
dark sides of OSNs use ................................................................................................... 54 
Figure 7: The distribution of the regions in the 29 reviewed studies .............................. 55 
Figure 8: The demographic information of target groups in the 29 reviewed papers 
through the systematic literature review ......................................................................... 56 
Figure 9: The rate of using different research methods in the 29 reviewed papers ........ 56 
Figure 10: The coding processes ..................................................................................... 60 
Figure 11: The initial version of the framework of the dark side of OSNs use .............. 72 
Figure 12: The research discipline of  the interviewed experts ...................................... 80 
Figure 13: The final version of the framework of the dark side of OSNs use ................ 88 
  
List of Tables 
Table 1: Decision rules to identify the reflective constructs from the formative (this 
table was adopted from (Petter, Straub & Rai 2007)) ..................................................... 29 
Table 2: Basic characteristics of a subjectivist and objectivist studies (Holden & Lynch 
2004; Morgan & Smircich 1980) .................................................................................... 31 
Table 3: Five stages of Content Validity Determination (Lynn 1986) ........................... 36 
Table 4: Proportion of expert (above the line) whose endorsement is required to 
established content validity beyond the 0.05 level of significance (Lynn 1986) ............ 36 
Table 5: The selected journals......................................................................................... 39 
Table 6: Overview of the research criteria ...................................................................... 40 
Table 7: The number of identified publications in the 16 selected journal ..................... 41 
Table 8: The selected papers as the relevant studies ....................................................... 46 




Table 10: Extracted negative effects of OSNs use .......................................................... 64 
Table 11: Themes or characteristics of the dark sides on OSNs use .............................. 68 
Table 12: Definition or description for the characteristics of the dark side of OSNs use
 ......................................................................................................................................... 70 
Table 13: The outputs of the pretest interviews .............................................................. 76 
Table 14: The dark side of OSNs use after conducting the pre-test interviews .............. 78 
Table 15: Summary of the expert invitation and acceptation ......................................... 80 
Table 16: Proportion of expert whose endorsement is required to established content 
validity (Lynn 1986) ....................................................................................................... 81 
Table 17: The output of content validity for each negative effect .................................. 85 
Table 18: The output of content validity for sub-categories and themes ........................ 86 
 
List of Appendix 
Appendix 1: A definition or description for each code or the negative effects of OSNs 
use ................................................................................................................................. 107 
Appendix 2: A definitions or descriptions for the themes of the dark side of OSNs use
 ....................................................................................................................................... 111 
Appendix 3: Invitation letter ......................................................................................... 112 
Appendix 4: Interview form .......................................................................................... 114 
Appendix 5: Participants information ........................................................................... 118 

















The use of Online Social Networks (OSNs) has increasingly grown over the past few 
years, and subsequently many studies have reported several positive effects of using 
OSNs. However, negative effects of using OSNs have so far received less attention. 
Adverse outcomes, risks, and negative effects of using OSNs have been considered as the 
dark side of OSNs. Given a lack of a comprehensive picture of the dark side of using 
OSNs and how various negative effects maybe related, this study has been conducted to 
i) explore adverse consequences of OSNs use from users’ perspective that have been 
previously reported in the literature, ii) categorise the explored negative effects to identify 
the characteristics of the dark side of using OSNs, iii) develop and validate a framework 
for the dark side of OSNs use, and iv) propose directions for future research for 
developing strategies in order to reduce negative effects of OSNs use.    
Firstly a systematic literature review was undertaken to gain an insight into existing 
studies on the dark side of OSNs use. A total of 43 negative effects of OSNs use were 
extracted from the content of the 29 selected articles for review. A coding process was 
used and negative effects were categorised into six groups or themes: i) cost of social 
exchange, ii) cyber bullying, iii) low performance, iv) annoying content, v) privacy 
concerns, and vi) security threats. Then, on the basis of these six themes and their 
underlying sub-categories, a framework for the dark of using OSNs and its characteristics 
was proposed. Next, the validity of the proposed framework was verified by conducting 
a semi-structured expert interview research. The interview process was held with 12 
experts in the field of information systems, computing science and psychology. Experts 
agreed with 94.3 % of findings, and provided feedback for minor changes and 
clarifications.  
This study contributes to the literature in terms of both theory and practice. The key 
theoretical contribution of this study is to offer a comprehensive picture of users’ negative 
experience through developing and validating a framework for the dark side of OSNs use. 
The practical contributions are i) raising users awareness of the adverse consequences of 
using OSNs, ii) informing policy makers about what constitutes the dark side of OSNs, 
iii) guiding practitioners and authorities to develop educational content for users, and iv) 
informing OSNs developers about how to protect their users against adverse outcome of 
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